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Abstract—Users of social networks can be connected with
each other by different communities according to professions,
living locations and personal interests. As each user on the social
network platforms stores and shows a large amount of personal
data, the privacy protection raises as a major concern. This
paper establishes a game theoretic framework to model users’
interactions to influence users’ strategies to take the privacy
protection or not. To model the relationship of user communities,
we introduce the community-structured evolutionary dynamics.
Users’ interactions can only happen among those who have at
least one common community. Then we analyze the dynamics
of users’ privacy protection behavior based on the proposed
community structured evolutionary game theoretic framework.
Results show that social network managers need to provide
appropriate security service b and payment mechanism c to
ensure that cost performance b/c is larger than the critical
cost performance, which can promote the spread of the privacy
security behavior over the network. Moreover, results can help
to design appropriate structure of the social network and control
the convergence speed that all users take the privacy protection.

I. INTRODUCTION

Recently, we have seen unprecedented development of the
social network applications. Emerging online social networks,
such as Facebook and Twitter, are inherently designed to
enable people to distribute and share personal and public
information [1]. In addition, social connections among friends,
cooperators, and even strangers of peculiar interest are estab-
lished via these online social networks. However, as allowing
their users to host large amounts of personal data on their plat-
forms, important concerns regarding the security, especially
the privacy security, of the user related information raise with
the rapid technological development in areas such as social
networking, online applications and cloud commuting [2],
[3]. How to protect users’ personal information to ensure the
privacy security, which can gain users’ trust and encourage
them to participate into the social network, has become one
of critical problems for social network managers.

In response, many privacy protection mechanisms have
been studied from many aspects to improve the security
of users’ data [4], [5], [6]. Game theory and evolutionary
game theory (EGT) have been applied to comprehend and
to interpret the interactions among users regarding personal
information security. In [7], researchers formulated a non-
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cooperative security information sharing game. A model of
evolutionary game between social network sites and users was
established from the perspective of privacy concerns in [8].
In [9], the network security and privacy in multi-hop network
were modeled as a game among the nodes. On the other hand,
the influence of the users’ behaviors also plays an important
role on the selection and spreading of privacy protection over
social networks. Results of [10] demonstrated that the mes-
sages directly influenced political self-expression, information
seeking and real world voting behavior of millions of people.
It was suggested in [11] that if the goal of policy is to
adequately protect privacy, then we need to protect individuals
with minimal requirement of informed and rational decision
making that includes a baseline framework of protection.
Most current research on privacy protection and behavior
spreading considers a social network of a regular, random,
and flattened topology. Then users connect with each other,
and the influence of users’ behaviors is spread over the entire
social network accordingly. However, in a real social network,
the relationship among users are much more complicated than
above models. Moreover, the interaction and influence between
any two users largely depends on how close the relationship
between these two users is. In this research, we model the
population of social networks as a community structure to
discuss the connections of users in a more appropriate and
accurate way. By this model, we may successfully analyze the
spreading of the privacy protection behavior over the network.
The rest of this paper is organized as follows. In Section II,
the community structure based evolutionary game formulation
is described. The privacy protection among users belonging
to K communities is analyzed in Section III. Simulations are
shown in Section IV, and conclusions are drawn in Section V.

II. COMMUNITY STRUCTURED EVOLUTIONARY GAME
A. Basic Conception of Evolutionary Game

Consider an evolutionary game (EG) with r strategies x =
{1,2,--+,7} and a payoff matrix U, which is an r x r matrix
with entry w,,, denoting the payoff for strategy m versus
strategy n. The system state of the game can be denoted as p=

T . S
[p1,D2, -, pr] - In this case, the average mean payoff within
a population in state q = [q1,q2, - -, ¢-] against a population
in state p is @'Up. Then a state p* is an Evolutionary Stable
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State (ESS), if and only if p* satisfies following conditions
for all different states q # p [12]: 'Up* < p*'Up*, and if
q'Up* =p*'Up*, p*'Uq > q'Uq. An approach to find the
ESS is to find the stable point p* = arg, (dp/dt=0) of the
network state dynamics, if it exists [13].

The users with evolutionary actions are considered as
discrete and non-overlapping updated generations, and the
amount of users is a constant. All users update at the same
time. Users imitate other users’ communities and security
behaviors in the new update proportional to their fitness [13],
which means that if one user has a higher fitness, other
users tend to imitate his current strategy and community
memberships in the following update with a high probability.
Define that the inheritance of the community memberships
occurs with deviate rate v, and the inheritance of the strategies
subjects to deviate rate u. A user adopts the imitated user’s
community memberships with probability 1 —wv, or adopts a
random configuration, which includes that of the imitated user,
with probability v. Similarly, an offspring adopts the imitated
user’s strategy with probability 1 —wu, or adopts a random
strategy with probability u.

B. Community-Structured Evolutionary Game Formulation

Assume that a social network can provide a higher grade
of security, i.e., privacy protection, for users’ privacy. This
additional security service can be obtained only by those users
who have accepted terms ruled by the network, such as that
users have to complete real-name authentication or pay for the
service. We consider that this service is not mandatory.

In current social networks, users are allowed to join multiple
but a limited number of communities according to their
professions or personal interests. For instance, the Facebook
Groups establish different communities. Therefore, each user
hold multiple friendship relations with the users in the same
community. The closeness of the relationship between two
uses can be measured by the number of the communities they
sharing. Assume that users are allowed to change communities,
Consider that user interactions can only happen between indi-
viduals belonging to the same community. In addition, some of
users’ information is accessed only to their friends. Based on
these premises above, we assume that the information of both
of the user and his friends can be protected by the network
to some extent if the user take the privacy protection, even
if his friends do not take the same action. Meanwhile, the
information of his friends not taking the privacy protection
can also be protected by the network although without any
contributions of these users. Taking Facebook for instance,
the Timeline of an user can only be seen by his friends. If
the user’s friend take the privacy protection or some other
information security services, the accessible information of
this user can be also protected on some level.

The privacy protection over a social network shares
fundamental similarities with the strategy updating in the
community-structured EGT. Social network users are the play-
ers in the EG. Each of these users has two possible strategies,
i.e., to take or not take the privacy protection provided by

the network, denoted by S,, and S,,, respectively. The strategy
taking the privacy protection can be considered as the security
behavior, and otherwise, insecurity behavior. Meanwhile, a
users’ payoff matrix can be defined as

Sy Sn
S, pb—c b—c ey
s ()

where b > 0 is the baseline security benefit received by the
user resulting from that he/she or his friend takes the privacy
protection. ¢>0 denotes the cost that users taking the privacy
protection need to pay for the protection service. In addition,
when both of the interacted users take strategy S,,, two of them
will obtain higher safety benefit 5b, where 5 >1. The payoff
will be zero when neither of the interacted friends selects the

privacy protection service, then no pay or gain for them.
Based on the definitions above, ratio b/c or 3b/c, which can
be defined as the cost performance, is a crucial parameter. It
can help social network managers to make appropriate security
service level and payment mechanism to encourage users to
accept the security service, and then promote the spreading
of the security behavior. So it is necessary to investigate the
interaction between users with opposite security behavior, and
figure out the question that whether dynamics on a community
structured population allows the evolution of security behavior.
Consider a social network with IV users distributed over M
communities. Each user belongs to K (K < M) communities.
In addition, each user has a strategy index s; € {0, 1}, which is
defined as that s; =1 when user ¢ takes the privacy protection
strategy S,, or s; = 0, otherwise. Then the social network

state can be given by a strategy vector s = [s1, S2, - -, SN]
and a matrix © yxps, Whose entry 60, i=1,2,---, N, m=
1,2,---, M) is 1 if user ¢ belongs to community m, and 6;,, =

0, otherwise. Define © = [91,92,~~~,9N]T, where 0, is the
vector giving the community membership of user i. Then the
number of communities that users ¢ and j having in common
can be expressed by 6;-60;, where - denotes the dot product.
We assume that two users interact as many times as the
number of their common communities, and the self-interaction
is ignored in our work. For each interaction, the fitness of user
1 is determined by (1). Then the total fitness of user ¢ of the
community-structured social network can be written as

=14« Z (0;-0;)[(B—2)bs;sj+(b—c)si+bs;], (2)
J#i

where o represents the relative contribution of the game to

fitness. The cases o —0 and =1 denote the weak selection

and strong selection, respectively. An example of the update

process is shown in Fig. 1, in which user U; picks user Uy,

and adopts Us’s security strategy and community associations.

III. PRIVACY PROTECTION AMONG USERS BELONGING TO
K COMMUNITIES
A. Evolution of Security Behavior on Communities

Assume that users can change their community member-
ships and security behaviors to get better user security experi-
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Fig. 1. An example of security strategy and associations evolution over a
social network with a community-structured population. N = 5, M = 4 and
K = 2. The broken lines indicate the weighted interaction.

ence. This change can be considered as the update. By times of
updates, the behavior with higher fitness tends to be imitated
and can spread among the users in the network. Moreover, the
community and strategy deviation can also make sense on the
behavior spreading. On the one hand, when an user imitates
anther one for a better security experience, he/she only imitates
the community membership. On the other hand, a user might
only imitate another user’s security behavior but not change
some or all of his previous communities because of interests.
These two situations bring security behavior (strategy) devia-
tion and community deviation, respectively, as mentioned in
Section II-A. We still use u and v to denote the rates of strategy
deviation and community deviation, respectively.

Define the user state as (p, 1 —p), where p is the frequency
of the users selecting strategy S,,. Our ultimate goal is to derive
the ESS (p*,1—p*) that ensures the evolution of security
behavior, i.e., users select strategy S, more frequently than
S,.. To find out the ESS of the system state dynamic, we need
to analyze the effect of imitation and deviation on the average
change in p. Since that the average value of p is a constant,
the two effects must cancel [14]. Then we can get

(Dimi + (Pgev = 0, 3)

where (p),.. and (p),., denote the effect of imitation and devi-
ation, respectively, and they are both the continuous functions
of «. Consider the weak selection situation that o« = 0, and

B = 0+ (AL + 0 (%), @)

where (p) l(nllf is the first derivative of (p), . with a=0, and the

third equality is according to Taylor’s Theorem. When (p) 1(r1113 >
0, the amount of users who take the privacy protection due to
the imitation increases, which means that the user’s decision
tends to be the security behavior. Contrarily, if <]§>1(ng <0, the

user’s decision tends to be not taking the privacy protection.

B. Finding the Critical Ratio

In order to obtain the critical parameter value of cost per-
formance, we must have <;3>1(nl_3 = 0. In this work, we analyze
the neutral stationary state and get the general expression of
cost performance. We provide the critical cost performance

(Bb/c)™ in the limit of weak selection as Theorem 1.

Theorem 1. In a social network with N users, every user
belongs to exactly K communities. There are two strategies
S, and S,, for users. Interactions are only allowed among
users sharing communities in common. For each user, the
payoff matrix is given by (1). The deviate rates of community
membership imitation and strategy imitation are given by v
and u, respectively. The critical cost performance that keeps
the neutral stationary state is given by

(ﬁb)*_l_i_/ﬁ—v—#?;' Kv (p+v+2)+M (p+1) )
c ptro+1l Kv(p+v+2)+M (u+20+3)’
where v = 2Nv and p = 2Nu. For u — 0, we have

Bb\ ™ v+3 Kv(v+2)+M

— ] =1+ . . (6)

c v+1 Kv(w+2)+M((2v+3)

For the space limitation, we provide the detailed proof in
[15]. Theorem 1 gives the critical cost performance (b/c)”
or (8b/c)". In the equilibrium distribution of the imitation-
deviation process, if the cost performance exceeds this critical
value, the users in the social network will select the strategy
of privacy protection more frequently than the other strategy,
i.e., taking no privacy protection, which will promote the
diffusion of security behaviors among the network. Moreover,
consider (Bb/c)” provided in Theorem 1 as a function of
K/M, and we take the derivative of (8b/c)* with respect
to K/M, then we get g((ibi//ﬁ; > 0. So (Bb/c)" increases
with increasing K /M. Hence, for a social network with M
communities, the best choice for social network managers to
set the minimize (8b/c)” is allowing their users to belong to
only one community, i.e., K =1.

C. Privacy Protection with L-Triggering Game

In a social network, the interaction between two users
sometimes depends on the strength of their connection, which
could be measured by the number of communities that they
have in common. Specifically, user ¢+ and j are sharing a
close relationship, which means that they have many interested
communities in common. As a result, most information of user
7 is accessible for user i. In this case, if user ¢ selects the
privacy protection, user j’s personal information even privacy
information can be protected to a great extent. Conversely,
if the amount of the two users’ common communities is
really small, for instance, user ¢ and j coming from different
countries just join the same travel community because of their
annual leaves, then the relationship between the two users is
actually quite weak and there is little personal information can
be accessed for each other. In this case, user j cannot benefit
from user ¢’s selection of privacy protection.

In response, we generalize the model, in which the users’ in-
teraction happens as long as they have at least one community
in common, into a L-triggering game situation in this section.
In the extended model, users only influence each other if they
have at least a minimum number of common communities, L.
In a social network, if an user taking the privacy protection ¢
meets another user j in 0; - §; communities, then ¢ interacts
0;-0; times if 0;-0; > L, otherwise, the game between them is
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Fig. 2. Critical cost performance (3b/c)™ versus community deviate rate v.

not triggered. We call this mechanism as L-triggering game.
We notice that L =1 degenerates to the previous model. The
analysis of cost performance at the end of this section indicates
that large values of L lead to that users with security behavior
are more imitative in choosing with whom to imitate. Next, we
will analyze the impact of L-triggering game on the critical
cost performance.

Given 1 < L < K. When L = 1, the model is same as of
Section IIT (B). Then equation (2) can be rewritten as

mi=1+a Z#i Xij O; - 0,) [(3—2) bsis;+(b—0) s;+bs;], (7)

where x;; = 1if 6;-6; > L, and x;; = 0, otherwise.
According to some mathematical derivations, we obtain the
critical cost performance formulated in equation (6) as

(ﬂb>*1+?}+3 Kv(v+2)+M
c v+l Ku(v+2)+M(Q2u+3)
in case that N — oo and p — 0. In (8),

k=45li(5) (%)) ©)

Due to the space limitation, we also provide the derivation

in [15]. We can notice that K = K, if L=1. Comparing with

equation (6), the expressions of (3b/c)’ . for non-triggering

game and L-triggering game are much the same, except that
K <K, and the equality holds up if and only if L=1.

®)

IV. SIMULATION RESULTS

In this part, we perform numerical simulation experiments
to analyze properties and performances of the critical cost
performance and its influential factors such as the community
deviate rate and number of communities of the social network.

First, the community deviate rate v reflects the subjective
selectivity for community memberships. If users select com-
munities depending on their own interest mostly, but not on
those users with high fitness, then v is large. Then we analyze
the effect of the community deviate rate v=2Nwv for different
K and L. The population of the social network is large, i.e.,
N =10* (N — 00), and the number of communities is M = 20.
Set the strategy deviate rate as u = 10~* (u — 0). Consider

(a) Non-triggering game (b) L-triggering game

2.2 2.2
——K=1, L=1 ——K=5, L=1
—6—K=3, L=1 —6—K=5, L=2
2.15; —k— K=5, L=1 2.15¢ —#—K=5, L=3
L —=—K=5, L=5
*
2.1 ;f

2.05¢

Critical cost performance (ﬁb/c)'
Critical cost performance (Bb/c)’

1.9
20 40 60 80 20 40 60 80
Number of community M Number of community M

Fig. 3. Critical cost performance (8b/c)” versus communities number M.

the population of the network is constant. Simulation results
of non-triggering and L-triggering game are shown in Fig. 2.
As shown in the results, the critical cost performance (8b/c)”
is a U-shaped function of community deviate rate v. When v
is small, (3b/c)” tends to be large and all users belong to the
same community. Conversely, when v is large, the community
affiliations cannot persist for a long time.

As shown in Fig. 2, we notice that for a fixed M, small
values of K can facilitate the evolution of the security be-
havior, which means that the selection of taking the privacy
protection is promoted in the evolution process. Consequently,
when M is given, the best choice for users is to belong to
K = 1 community. With the increasing of K, it is hard for
users taking the privacy protection to avoid the exploitation
by users not taking the privacy protection. But according the
results of the L-triggering game situation, for K =3, if L=2
or L =3, the critical cost performance is smaller than K =1.
These results indicate that belonging to more communities,
ie., K > 1, can also facilitate the evolution of the security
behavior when the game only happen if users have a certain
minimum number of common communities L.

As shown in Fig. 3, the cost performance decreases as the
number of communities M increases. These results indicate
that more communities are helpful for the spreading of security
behavior, which means that adding community number will
help users to take the privacy protection more frequently.

V. CONCLUSION

In this paper, we propose a community-structured EGT
framework to model and analyze the privacy protection be-
haviors of social network users. We obtain the critical cost
performance, which is an important parameter that can help
to design incentive mechanisms to facilitate the privacy pro-
tection behavior among users. Simulation results demonstrate
that the proposed theoretic framework is effective in modeling
the users’ relationship and security behavior.

ACKNOWLEDGMENT

This research was supported by NSFC China under projects
61371079, 61271267 and 91338203.

1010



REFERENCES

[11 E. Serrano, C. A. Iglesias, and M. Garijo, “A survey of twitter ru-
mor spreading simulations,” in Computational Collective Intelligence.
Springer, 2015, pp. 113-122.

I. Krontiris, M. Langheinrich, and K. Shilton, “Trust and privacy in

mobile experience sharing: future challenges and avenues for research,”

Communications Magazine, IEEE, vol. 52, no. 8, pp. 50-55, Aug. 2014.

[3] C. Bettini and D. Riboni, “Privacy protection in pervasive systems: State

of the art and technical challenges,” Pervasive and Mobile Computing,

vol. 17, pp. 159-174, Feb. 2015.

J. Adebayo and L. Kagal, “A privacy protection procedure for large

scale individual level data,” in Intelligence and Security Informatics

(I1SI), 2015 IEEE International Conference on. Baltimore, MD, May

2015, pp. 120-125.

[5] R.-H. Hwang, Y.-L. Hsueh, and H.-W. Chung, “A novel time-obfuscated
algorithm for trajectory privacy protection,” Services Computing, IEEE
Transactions on, vol. 7, no. 2, pp. 126-139, Jun. 2014.

[6] C. L. Apicella, F. W. Marlowe, J. H. Fowler, and N. A. Christakis,

“Social networks and cooperation in hunter-gatherers,” Nature, vol. 481,

no. 7382, pp. 497-501, 2012.

D. Tosh, S. Sengupta, C. Kamhoua, K. Kwiat, and A. Martin, “An evolu-

tionary game-theoretic framework for cyber-threat information sharing,”

in Communications (ICC), 2015 IEEE International Conference on.

London, UK, Jun. 2015, pp. 7341-7346.

[8] W. Lian-ren and C. Xia, “Modeling of evolutionary game between sns
and user: From the perspective of privacy concerns,” in Management
Science & Engineering (ICMSE), 2014 International Conference on.
Arunachal Pradesh, India, May 2014, pp. 115-119.

[9] C. Kamhoua, N. Pissinou, K. Makki et al., “Game theoretic modeling
and evolution of trust in autonomous multi-hop networks: Application
to network security and privacy,” in Communications (ICC), 2011 IEEE
International Conference on. Kyoto, Japan, Jun. 2011, pp. 1-6.

[10] R. M. Bond, C. J. Fariss, J. J. Jones, A. D. Kramer, C. Marlow, J. E.
Settle, and J. H. Fowler, “A 61-million-person experiment in social
influence and political mobilization,” Nature, vol. 489, no. 7415, pp.
295-298, Sept. 2012.

[11] A. Acquisti, L. Brandimarte, and G. Loewenstein, “Privacy and human
behavior in the age of information,” Science, vol. 347, no. 6221, pp.
509-514, Jan. 2015.

[12] C. Jiang, Y. Chen, and K. R. Liu, “Graphical evolutionary game for
information diffusion over social networks,” Selected Topics in Signal
Processing, IEEE Journal of, vol. 8, no. 4, pp. 524-536, Aug. 2014.

[13] R. Cressman, Evolutionary dynamics and extensive form games. MIT
Press, 2003, vol. 5.

[14] C. E. Tarnita, T. Antal, H. Ohtsuki, and M. A. Nowak, “Evolutionary
dynamics in set structured populations,” Proceedings of the National
Academy of Sciences, vol. 106, no. 21, pp. 8601-8604, May 2009.

[15] J. Du, C. Jiang, S. Yu, K.-C. Chen, and Y. Ren, “Appendix for pri-
vacy protection: A community-structured evolutionary game approach,”
[Online]: http://www.jiangchunxiao.net/egsappendix.pdf.

[2

—

[4

=

[7

—

1011




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


